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DETAILED ACTION 



1 . This action is in response to the communication received on August 22, 2005. 
Claims 1-55 were originally received for consideration. No claims have been cancelled 
or amended. Claims 1-55 are currently being considered. 



Response to Arguments 



2. Applicant's arguments, see After-Final Response filed August 22, 2005 with 
respect to the rejection(s) of claim(s) 1-55 under McConnell and Ramasubramani have 
been fully considered and are persuasive. Therefore, the rejection has been withdrawn. 
However, upon further consideration, a new ground(s) of rejection is made in view of 
Suorsa et al. (U.S. Patent Publication No. US 2002/0194584 A1) and Ramasubramani 
et al. (U.S. Patent No, 6,233,577). 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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Claims 1-6 and 39 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Suorsa et al. (U.S. Patent Publication No. US 2002/0194584 A1). 

Regarding claim 1, Suorsa discloses: 
A method comprising: 

operating a first provisioning system authorized to provision a processing device 
on a network, wherein the provisioning system is within a trusted environment 
(paragraphs 13-14, 47-48), wherein a provisioning system includes a central database 
with all information relevant to the provisioning of devices; and 

using the first provisioning system to authorize a second provisioning system 
outside the trusted environment to provision the processing device (Figure 7, 
paragraphs 46-48), wherein agents (second provisioning systems) are instructed by a 
gateway what commands and parameters to place on the device being provisioned. 

Claim 2 is rejected as applied above in rejecting claim 1. Furthermore, Suorsa 
discloses: 

A method as recited in claim 1, wherein said using the first provisioning system to 
authorize a second provisioning system comprises using the first provisioning system to 
provision authorization of the second provisioning system in the processing device 
(Figure 7, paragraphs 46-48), wherein agents (second provisioning systems) are 
instructed by a gateway what commands and parameters to place on the device being 
provisioned. 
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Claim 3 is rejected as applied above in rejecting claim 2, Furthermore, Suorsa 
discloses: 

A method as recited in claim 2, wherein said using the first provisioning system to 
authorize a second provisioning system comprises using the first provisioning system to 
send a provisioning message to the processing device, the provisioning message 
indicating authorization of the second provisioning system to provision the processing 
device (paragraph 47), wherein the agents (second provisioning system) receives 
instructions from the first provisioning system including "commands regarding tasks that 
need to be performed on its device." 

Claim 4 is rejected as applied above in rejecting claim 3. Furthermore, Suorsa 
discloses: 

A method as recited in claim 3, wherein the provisioning message further 
specifies one or more parameters which the second provisioning system is authorized 
to provision (paragraph 47), wherein the agents (second provisioning system) receives 
instructions from the first provisioning system including "commands regarding tasks that 
need to be performed on its device." 

Claim 5 is rejected as applied above in rejecting claim 1 . Furthermore, Suorsa 
discloses: 
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A method as recited in claim 1 , wherein said using the first provisioning system to 
authorize a second provisioning system comprises using the first provisioning system to 
send a provisioning message to the processing device, the provisioning message 
indicating authorization of a plurality of other provisioning systems, including the second 
provisioning system, to provision the processing device (paragraph 47), wherein the 
agents (second provisioning system) receives instructions from the first provisioning 
system including "commands regarding tasks that need to be performed on its device." 

Claim 6 is rejected as applied above in rejecting claim 5. Furthermore, Suorsa 
discloses: 

A method as recited in claim 5, wherein the provisioning message further 
specifies one or more parameters which each of the other provisioning systems is 
authorized to provision (paragraph 47). 

Regarding claim 39, Suorsa discloses: 
An apparatus comprising: 

means for operating a first provisioning system authorized to provision a 
processing device on a network, wherein the provisioning system is within a trusted 
environment (paragraphs 13-14, 47-48), wherein a provisioning system includes a 
central database with all information relevant to the provisioning of devices; and 
means for using the first provisioning system to authorize a second provisioning system 
outside the trusted environment to provision the processing device (Figure 7, 
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paragraphs 46-48), wherein agents (second provisioning systems) are instructed by a 
gateway what commands and parameters to place on the device being provisioned. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 7, 17, 19, 27-29, 31, 40-41, 43-45, 47-49, and 51-53 are rejected under 

35 U.S.C. 103(a) as being unpatentable over Suorsa et al. (U.S. Patent Publication No. 

US 2002/01 94584 Al). 

Claim 7 is rejected as applied above in rejecting claim 1 . Suorsa does not explicitly 
state that the processing device is a mobile device on a wireless network. However, 
Suorsa states that "the invention can find practical application in any environment where 
the automated provisioning of computer resources is desirable" (paragraph 29). 
Particularly, the number of devices is a reason for implementing the provisioning 
method of Suorsa, and it is well-known that the mobile environment possesses many 
clients, and in a mobile environment, the automated provisioning would be beneficial 
due to the large number of devices, that are sparsely located. Therefore, it would have 
been obvious to one of ordinary skill in the art at the time of invention to adapt the 
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invention of Suorsa to the mobile wireless environment to simplify and expedite the 
provisioning of the mobile devices. 

Regarding claim 15, Suorsa discloses: 

operating a primary trusted provisioning domain (TPD) (paragraphs 13-14, 47- 
48), wherein a provisioning system includes a central database with all information 
relevant to the provisioning of devices; and 

using the primary TPD to provision a device on a network by sending a 
provisioning message to the device, the provisioning message specifying a secondary 
TPD authorized to provision the device and an identifier of one or more parameters 
which the secondary TPD is authorized to provision (Figure 7, paragraphs 46-48), 
wherein agents (second provisioning systems) are instructed by a gateway what 
commands and parameters to place on the device being provisioned. 

Suorsa does not explicitly state that the processing device is a mobile device on a 
wireless network. However, Suorsa states that "the invention can find practical 
application in any environment where the automated provisioning of computer 
resources is desirable" (paragraph 29). Particularly, the number of devices is a reason 
for implementing the provisioning method of Suorsa, and it is well-known that the mobile 
environment possesses many clients, and in a mobile environment, the automated 
provisioning would be beneficial due to the large number of devices, that are sparsely 
located. Therefore, it would have been obvious to one of ordinary skill in the art at the 
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time of invention to adapt the invention of Suorsa to the mobile wireless environment to 
simplify and expedite the provisioning of the mobile devices. 

Claim 16 is rejected as applied above in rejecting claim 15. Furthermore, Suorsa 
discloses: 

A method as recited in claim 15, wherein the primary TPD is within a trusted 
environment, and wherein the secondary TPD is outside the trusted environment 
(paragraph 50). 

Claim 17 is rejected as applied above in rejecting claim 16. Furthermore, Suorsa 
discloses: 

A method as recited in claim 16, wherein the secondary TPD communicates with 
the mobile device via a second network that is outside the trusted environment 
(paragraph 50). 

Claim 19 is rejected as applied above in rejecting claim 15. Furthermore, Suorsa 
discloses: 

A method as recited in claim 15, wherein the provisioning message specifies a 
plurality of secondary TPDs authorized to provision the mobile device and one or more 
parameters which each of the secondary TPDs is authorized to provision (paragraph 
47), wherein the agents (second provisioning system) receives instructions from the first 
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provisioning system including "commands regarding tasks that need to be performed on 
its device." 

Regarding claim 27, Suorsa discloses: 
A provisioning system comprising: 
a processor (paragraph 31); 

a data communication device coupled to the processor to communicate data with 
one or more remote systems (Figure 7, item 38); and 

a memory coupled to the processor and storing instructions for execution by the 
processor to cause the provisioning system to provision a device on a network by 
sending a provisioning message to the device, the provisioning message specifying a 
second provisioning system authorized to provision the device and an identifier of one 
or more parameters which the second provisioning system is authorized to provision 
(Figure 7, paragraphs 46-48), wherein agents (second provisioning systems) are 
instructed by a gateway what commands and parameters to place on the device being 
provisioned. 

Suorsa does not explicitly state that the processing device is a mobile device on a 
wireless network. However, Suorsa states that "the invention can find practical 
application in any environment where the automated provisioning of computer 
resources is desirable" (paragraph 29). Particularly, the number of devices is a reason 
for implementing the provisioning method of Suorsa, and it is well-known that the mobile 
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environment possesses many clients, and in a mobile environment, the automated 
provisioning would be beneficial due to the large number of devices, that are sparsely 
located. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of invention to adapt the invention of Suorsa to the mobile wireless environment to 
simplify and expedite the provisioning of the mobile devices. 

Claim 28 is rejected as applied above in rejecting claim 27. Furthermore, Suorsa 
discloses: 

A provisioning system as recited in claim 27, wherein said provisioning system is 
within a trusted environment, and wherein the second provisioning system is outside the 
trusted environment (paragraph 50). 

Claim 29 is rejected as applied above in rejecting claim 28. Furthermore, Suorsa 
discloses: 

A provisioning system as recited in claim 28, wherein the second provisioning 
system communicates with the mobile device via a second network that is outside the 
trusted environment (paragraph 50). 

Claim 31 is rejected as applied above in rejecting claim 28. Furthermore, Suorsa 
discloses: 

A provisioning system as recited in claim 27, wherein the provisioning message 
specifies a plurality of secondary provisioning system authorized to provision the mobile 
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device and one or more parameters which each of the secondary provisioning system is 
authorized to provision (paragraph 47), wherein the agents (second provisioning 
system) receives instructions from the first provisioning system including "commands 
regarding tasks that need to be performed on its device." 

Regarding claim 40, Suorsa discloses: 

A method of operating a device on a network, the method comprising: 

receiving a provisioning message from a first trusted provisioning domain (TPD), 
the provisioning message specifying a second TPD and indicating a parameter which 
the second TPD is authorized to provision in the device (paragraph 47), wherein the 
agents (second provisioning system) receives instructions from the first provisioning 
system including "commands regarding tasks that need to be performed on its device"; 

storing information identifying the second TPD and the parameter in response to 
the provisioning message (paragraph 47); and 

provisioning the parameter in the device in response to a provisioning message 
from the second TPD (paragraph 64). 

Suorsa does not explicitly state that the processing device is a mobile device on a 
wireless network. However, Suorsa states that "the invention can find practical 
application in any environment where the automated provisioning of computer 
resources is desirable" (paragraph 29). Particularly, the number of devices is a reason 
for implementing the provisioning method of Suorsa, and it is well-known that the mobile 



Application/Control Number: 09/904,010 Page 12 

Art Unit: 2131 

environment possesses many clients, and in a mobile environment, the automated 
provisioning would be beneficial due to the large number of devices, that are sparsely 
located. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of invention to adapt the invention of Suorsa to the mobile wireless environment to 
simplify and expedite the provisioning of the mobile devices. 

Claim 41 is rejected as applied above in rejecting claim 40. Furthermore, Suorsa 
discloses: 

A method as recited in claim 40, wherein the first TPD is within a trusted 
environment, and the second TPD is outside the trusted environment (paragraph 50). 

Claim 43 is rejected as applied above in rejecting claim 40. Furthermore, Suorsa 
discloses: 

A method as recited in claim 40, wherein the provisioning message specifies a 
plurality of secondary TPDs and a parameter which each of the secondary TPDs is 
authorized to provision in the mobile device, the method further comprising storing 
information identifying each of the secondary TPDs and the corresponding parameters 
in response to the provisioning message (paragraph 47), wherein the agents (second 
provisioning system) receives instructions from the first provisioning system including 
"commands regarding tasks that need to be performed on its device." 



Regarding claim 44, Suorsa discloses: 
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A method of operating a device on a network, the method comprising: 
receiving a provisioning message from a remote source, the provisioning 
message specifying a parameter (paragraph 47), wherein the agents (second 
provisioning system) receives instructions from the first provisioning system including 
"commands regarding tasks that need to be performed on its device"; 

determining whether the remote source is a primary trusted provisioning domain 
(TPD) (paragraph 50), wherein a digital certificate can be used to attest to the validity of 
the remote agent; 

if the remote source is the primary TPD, provisioning the parameter in the device 
in response to the provisioning message (paragraph 64).; 

if the remote source is not the primary TPD, determining whether the remote 
source is a secondary TPD authorized to provision the parameter, based on a 
provisioning authorization previously received by the device from the primary TPD 
(paragraph 47), wherein the agents (second provisioning system) receives instructions 
from the first provisioning system including "commands regarding tasks that need to be 
performed on its device"; and 

if the remote source is a secondary TPD authorized to provision the parameter, 
provisioning the parameter in the device in response to the provisioning message 
(paragraph 64). 

Suorsa does not explicitly state that the processing device is a mobile device on a 
wireless network. However, Suorsa states that "the invention can find practical 
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application in any environment where the automated provisioning of computer 
resources is desirable" (paragraph 29). Particularly, the number of devices is a reason 
for implementing the provisioning method of Suorsa, and it is well-known that the mobile 
environment possesses many clients, and in a mobile environment, the automated 
provisioning would be beneficial due to the large number of devices, that are sparsely 
located. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of invention to adapt the invention of Suorsa to the mobile wireless environment to 
simplify and expedite the provisioning of the mobile devices. 

Claim 45 is rejected as applied above in rejecting claim 44. Furthermore, Suorsa 
discloses: 

A method as recited in claim 44, wherein the primary TPD operates within a 
trusted environment, and the secondary TPD operates outside the trusted environment 
(paragraph 50). 

Claim 47 is rejected as applied above in rejecting claim 44. Furthermore, Suorsa 
discloses: 

A method as recited in claim 44, wherein the provisioning message specifies a 
plurality of secondary TPDs and a parameter which each of the secondary TPDs is 
authorized to provision in the mobile device (paragraph 47), wherein the agents (second 
provisioning system) receives instructions from the first provisioning system including 
"commands regarding tasks that need to be performed on its device", the method 
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further comprising storing information identifying each of the secondary TPDs and the 
corresponding parameters in response to the provisioning message (paragraph 47). 

Regarding claim 48, Suorsa discloses: 

A device configured to operate on a network, the device comprising: 
a processor (paragraph 31 ); 

a data communication device coupled to the processor to communicate data with 
one or more remote systems via the network (Figure 7, item 38); and 

a memory coupled to the processor and storing instructions for execution by the 
processor to configure the device to execute a process comprising receiving a 
provisioning message from a first trusted provisioning domain (TPD) via the network, 
the provisioning message specifying a second TPD and indicating a parameter which 
the second TPD is authorized to provision in the device (Figure 7, paragraphs 46-48), 
wherein agents (second provisioning systems) are instructed by a gateway what 
commands and parameters to place on the device being provisioned; 

storing information identifying the second TPD and the parameter in response to 
the provisioning message (paragraph 47); and 

provisioning the parameter in the mobile device in response to a provisioning 
message from the second TPD (paragraph 64). 

Suorsa does not explicitly state that the processing device is a mobile device on a 
wireless network. However, Suorsa states that "the invention can find practical 
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application in any environment where the automated provisioning of computer 
resources is desirable" (paragraph 29). Particularly, the number of devices is a reason 
for implementing the provisioning method of Suorsa, and it is well-known that the mobile 
environment possesses many clients, and in a mobile environment, the automated 
provisioning would be beneficial due to the large number of devices, that are sparsely 
located. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of invention to adapt the invention of Suorsa to the mobile wireless environment to 
simplify and expedite the provisioning of the mobile devices. 

Claim 49 is rejected as applied above in rejecting claim 48. Furthermore, Suorsa 
discloses: 

A mobile device as recited in claim 48, wherein the first TPD is within a trusted 
environment, and the second TPD is outside the trusted environment (paragraph 50). 

Claim 51 is rejected as applied above in rejecting claim 48. Furthermore, Suorsa 
discloses: 

A mobile device as recited in claim 48, wherein the provisioning message 
specifies a plurality of secondary TPDs and a parameter which each of the secondary 
TPDs is authorized to provision in the mobile device, and wherein the process further 
comprises storing information identifying each of the secondary TPDs and the 
corresponding parameters in response to the provisioning message. 
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Regarding claim 52, Suorsa discloses: 

A device configured to operate on a network, the device comprising: 
a processor (paragraph 31); 

a data communication device coupled to the processor to communicate data with 
one or more remote systems via the wireless network (Figure 7, item 38); and 

a memory coupled to the processor and storing instructions for execution by the 
processor to configure the mobile device to execute a process comprising receiving a 
provisioning message from a remote source, the provisioning message specifying a 
parameter (Figure 7, paragraphs 46-48), wherein agents (second provisioning systems) 
are instructed by a gateway what commands and parameters to place on the device 
being provisioned; 

determining whether the remote source is a primary trusted provisioning domain 
(TPD) (paragraph 50), wherein a digital certificate can be used to attest to the validity of 
the remote agent; 

if the remote source is the primary TPD, provisioning the parameter in the mobile 
device in response to the provisioning message (paragraph 64); 

if the remote source is not the primary TPD, determining whether the remote 
source is a secondary TPD authorized to provision the parameter, based on a 
provisioning authorization previously received by the mobile device from the primary 
TPD (paragraph 47), wherein the agents (second provisioning system) receives 
instructions from the first provisioning system including "commands regarding tasks that 
need to be performed on its device"; and 



Application/Control Number: 09/904,01 0 Page 1 8 

Art Unit: 2131 

if the remote source is a secondary TPD authorized to provision the parameter, 
provisioning the parameter in the mobile device in response to the provisioning 
message (paragraph 64). 

Claim 53 is rejected as applied above in rejecting claim 52. Furthermore, Suorsa 
discloses: 

A mobile device as recited in claim 52, wherein the primary TPD operates within 
a trusted environment, and the secondary TPD operates outside the trusted 
environment (paragraph 50). 

Claim 55 is rejected as applied above in rejecting claim 52. Furthermore, Suorsa 
discloses: 

A mobile device as recited in claim 52, wherein the provisioning message 
specifies a plurality of secondary TPDs and a parameter which each of the secondary 
TPDs is authorized to provision in the mobile device, and wherein the process further 
comprises storing information identifying each of the secondary TPDs and the 
corresponding parameters in response to the provisioning message (paragraph 47). 

4. Claims 8-14, 18, 20-26, 30,32-38,42,46,50, and 54 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Suorsa et al. (U.S. Patent Publication No. US 
2002/0194584 Al) in view of Ramasubramani et al. (U.S. Patent 6,233,577). 
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Claim 8 is rejected as applied above in rejecting claim 7. Furthermore, Suorsa 
discloses: 

A method as recited in claim 7. Suorsa does not explicitly disclose using a digital 
signature to provision the mobile device. Ramasubramani discloses using a digital 
signature to provision the mobile device (column 4 lines 29-30). It would have been 
obvious to combine the teachings of Ramasubramani with the method of Suorsa in 
order to utilize the most secure use of authentication (column 4 lines 29-30). 

Claim 9 is rejected as applied above in rejecting claim 8. Suorsa does not disclose 
using the digital signature to authentication the source of the provisioning message. 
Ramasubramani discloses using the digital signature to authenticate the source of the 
provisioning message (column 4 lines 29-30). It would have been obvious to combine 
the teachings of Ramasubramani with the method of Suorsa in order to utilize the most 
secure use of authentication (column 4 lines 29-30). 

Claim 10 is rejected as applied above in rejecting claim 8. Suorsa does not explicitly 
disclose using the first provisioning system to provision the mobile device with a digital 
certificate identifying the first provisioning system. Ramasubramani discloses using the 
first provisioning system to provision the mobile device with a digital certificate 
identifying the first provisioning system (column 7 lines 10-14). It would have been 
obvious to combine the teachings of Ramasubramani with the method of Suorsa in 
order to utilize the most secure use of authentication (column 4 lines 29-30). 
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Claim 1 1 is rejected as applied above in rejecting claim 8. Suorsa does not explicitly 
disclose using the first provisioning system to provision the mobile devices with a digital 
certificate identifying the second provisioning system. Ramasubramani discloses using 
the first provisioning system to provision the mobile device with a digital certificate 
identifying the second provisioning system (column 7 lines 10-14). It would have been 
obvious to combine the teachings of Ramasubramani with the method of Suorsa in 
order to utilize the most secure use of authentication (column 4 lines 29-30). 

Claim 12 is rejected as applied above in rejecting claim 11. Furthermore, Suorsa 
discloses: 

A method as recited in claim 1 1 , wherein the second provisioning system is on a 
second network that is outside the trusted environment and separate from, but coupled 
to, the wireless network (paragraph 50). 

Claim 13 is rejected as applied above in rejecting claim 12. Furthermore, Suorsa 
discloses: 

A method as recited in claim 12, wherein the first provisioning system has 
unrestricted authorization to provision the mobile device, and the authorization of the 
second provisioning system to provision the mobile device is regulated from the first 
provisioning system (paragraph 47), wherein the agents (second provisioning system) 
receives instructions from the first provisioning system including "commands regarding 
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tasks that need to be performed on its device", the method further comprising storing 
information identifying each of the secondary TPDs and the corresponding parameters 
in response to the provisioning message (paragraph 47). 



Claim 14 is rejected as applied above in rejecting claim 8. Suorsa does not explicitly 
disclose a using the first provisioning system to provision the mobile device with digital 
certificates identifying a plurality of other provisioning systems. Ramasubramani 
discloses using the first provisioning system to provision the mobile device with digital 
certificates identifying a plurality of other provisioning systems (column 7 lines 10-14). It 
would have been obvious to combine the teachings of Ramasubramani with the method 
of Suorsa in order to utilize the most secure use of authentication (column 4 lines 29- 
30). 

Claim 18 is rejected as applied above in rejecting claim 16. Suorsa does not explicitly 
disclose using the primary TPD system to provision the mobile device with a digital 
certificate identifying the secondary TPD to enable the secondary TPD to provision the 
mobile device using a digital signature. Ramasubramani discloses using the primary 
TPD system to provision the mobile device with a digital certificate identifying the 
secondary TPD to enable the secondary TPD to provision the mobile device using a 
digital signature (column 7 lines 10-14; column 8 lines 1-5). It would have been obvious 
to combine the teachings of Ramasubramani with the method of Suorsa in order to 
utilize the most secure use of authentication (column 4 lines 29-30). 
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Regarding claim 20, Suorsa discloses: 
A method comprising: 

operating a primary provisioning server within a predefined trusted environment, 
the primary provisioning server having authorization to provision a plurality of devices 
on a network (paragraphs 13-14, 47-48), wherein a provisioning system includes a 
central database with all information relevant to the provisioning of devices; 

using the primary provisioning server to provision the devices with information 
indicating to the mobile devices authorization of the secondary provisioning server to 
provision the devices (Figure 7, paragraphs 46-48), wherein agents (second 
provisioning systems) are instructed by a gateway what commands and parameters to 
place on the device being provisioned. 

Suorsa does not explicitly state that the processing device is a mobile device on a 
wireless network. However, Suorsa states that "the invention can find practical 
application in any environment where the automated provisioning of computer 
resources is desirable" (paragraph 29). Particularly, the number of devices is a reason 
for implementing the provisioning method of Suorsa, and it is well-known that the mobile 
environment possesses many clients, and in a mobile environment, the automated 
provisioning would be beneficial due to the large number of devices, that are sparsely 
located. Therefore, it would have been obvious to one of ordinary skill in the art at the 



Application/Control Number: 09/904,01 0 Page 23 

Art Unit: 2131 

time of invention to adapt the invention of Suorsa to the mobile wireless environment to 
simplify and expedite the provisioning of the mobile devices. 

Furthermore, Suorsa does not explicitly disclose using the primary provisioning server 
to provision a digital certificate of the primary provisioning server in each of the mobile 
devices, and using the primary provisioning server to provision a digital certificate of a 
secondary provisioning server in the mobile devices. Ramasubramani discloses using 
the primary provisioning server to provision a digital certificate of the primary 
provisioning server in each of the mobile devices (column 7 lines 10-14), and using the 
primary provisioning server to provision a digital certificate of a secondary provisioning 
server in the mobile devices (column 7 lines 10-14). It would have been obvious to 
combine the teachings of Ramasubramani with the method of Suorsa in order to utilize 
the most secure use of authentication (column 4 lines 29-30). 

Claim 21 is rejected as applied above in rejecting claim 20. Suorsa does not explicitly 
disclose a method wherein the primary and secondary provisioning servers each use 
their respective digital certificates when provisioning the mobile devices, to enable the 
mobile devices to authenticate provisioning messages from the primary and secondary 
provisioning servers. Ramasubramani discloses a method wherein the primary and 
secondary provisioning servers each use their respective digital certificates when 
provisioning the mobile devices, to enable the mobile devices to authenticate 
provisioning messages from the primary and secondary provisioning servers (column 4 
lines 29-30). It would have been obvious to combine the teachings of Ramasubramani 
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with the method of Suorsa in order to utilize the most secure use of authentication 
(column 4 lines 29-30). 

Claim 22 is rejected as applied above in rejecting claim 20. Furthermore, Suorsa 
discloses: 

A method as recited in claim 20, further comprising using the primary 
provisioning server to specify one or more parameters which the secondary provisioning 
server is authorized to provision in the mobile device (paragraph 47), wherein the 
agents (second provisioning system) receives instructions from the first provisioning 
system including "commands regarding tasks that need to be performed on its device." 

Claim 23 is rejected as applied above in rejecting claim 20. Furthermore, Suorsa 
discloses: 

A method as recited in claim 20, further comprising using the primary 
provisioning server to provision the mobile devices with information indicating 
authorization of a plurality of secondary provisioning servers to provision the mobile 
devices (paragraph 47), wherein the agents (second provisioning system) receives 
instructions from the first provisioning system including "commands regarding tasks that 
need to be performed on its device." 

Claim 24 is rejected as applied above in rejecting claim 23. Furthermore, Suorsa 
discloses: 
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A method as recited in claim 23, further comprising using the primary 
provisioning server to specify one or more parameters which each of the secondary 
provisioning servers is authorized to provision in the mobile devices (paragraph 47), 
wherein the agents (second provisioning system) receives instructions from the first 
provisioning system including "commands regarding tasks that need to be performed on 
its device." 

Claim 25 is rejected as applied above in rejecting claim 24. Furthermore, Suorsa 
discloses: 

A method as recited in claim 24, wherein said using the primary provisioning 
server to specify one or more parameters comprises assigning each of the secondary 
provisioning servers provisioning authorization of a different scope (paragraph 47). 

Claim 26 is rejected as applied above in rejecting claim 20. Furthermore, Suorsa 
discloses: 

A method as recited in claim 20, wherein the primary provisioning server has 
unrestricted authorization to provision the mobile devices, and authorization of the 
secondary provisioning server to provision the mobile devices is regulated by the 
primary provisioning server (paragraph 47). 

Claim 30 is rejected as applied above in rejecting claim 28. Suorsa does not explicitly 
disclose using the primary TPD system to provision the mobile device with a digital 
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certificate identifying the secondary TPD to enable the secondary TPD to provision the 
mobile device using a digital signature. Ramasubramani discloses using the primary 
TPD system to provision the mobile device with a digital certificate identifying the 
secondary TPD to enable the secondary TPD to provision the mobile device using a 
digital signature (column 7 lines 10-14, column 8 lines 1-5). It would have been obvious 
to combine the teachings of Ramasubramani with the method of Suorsa in order to 
utilize the most secure use of authentication (column 4 lines 29-30). 

Regarding claim 32, Suorsa discloses: 

A machine-readable program storage medium storing instructions which, when 
executed in a processing system, configure the processing system to operate as a 
primary provisioning server within a predefined trusted environment, the primary 
provisioning server having authorization to provision a plurality of devices on a network, 
such that the instructions configure the processing system to execute a process 
comprising: 

provisioning the mobile devices with information indicating to the mobile devices 
authorization of the secondary provisioning server to provision the mobile devices 
(paragraph 47). 

Suorsa does not explicitly state that the processing device is a mobile device on 
a wireless network. However, Suorsa states that "the invention can find practical 
application in any environment where the automated provisioning of computer 
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resources is desirable" (paragraph 29). Particularly, the number of devices is a reason 
for implementing the provisioning method of Suorsa, and it is well-known that the mobile 
environment possesses many clients, and in a mobile environment, the automated 
provisioning would be beneficial due to the large number of devices, that are sparsely 
located. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of invention to adapt the invention of Suorsa to the mobile wireless environment to 
simplify and expedite the provisioning of the mobile devices. 

Furthermore, Suorsa does not explicitly disclose using the primary provisioning 
server to provision a digital certificate of the primary provisioning server in each of the 
mobile devices, and using the primary provisioning server to provision a digital 
certificate of a secondary provisioning server in the mobile devices. Ramasubramani 
discloses using the primary provisioning server to provision a digital certificate of the 
primary provisioning server in each of the mobile devices (column 7 lines 10-14), and 
using the primary provisioning server to provision a digital certificate of a secondary 
provisioning server in the mobile devices (column 7 lines 10-14). It would have been 
obvious to combine the teachings of Ramasubramani with the method of Suorsa in 
order to utilize the most secure use of authentication (column 4 lines 29-30). 

Claim 33 is rejected as applied above in rejecting claim 32. Suorsa does not explicitly 
disclose a method wherein the primary and secondary provisioning servers each use 
their respective digital certificates when provisioning the mobile devices, to enable the 
mobile devices to authenticate provisioning messages from the primary and secondary 
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provisioning servers. Ramasubramani discloses a method wherein the primary and 
secondary provisioning servers each use their respective digital certificates when 
provisioning the mobile devices, to enable the mobile devices to authenticate 
provisioning messages from the primary and secondary provisioning servers (column 4 
lines 29-30). It would have been obvious to combine the teachings of Ramasubramani 
with the method of Suorsa in order to utilize the most secure use of authentication 
(column 4 lines 29-30). 

Claim 34 is rejected as applied above in rejecting claim 32. Furthermore, Suorsa 
discloses: 

A machine-readable program storage medium as recited in claim 32, wherein the 
process further comprises specifying one or more parameters which the secondary 
provisioning server is authorized to provision in the mobile devices (paragraph 47). 

Claim 35 is rejected as applied above in rejecting claim 32. Furthermore, Suorsa 
discloses: 

A machine-readable program storage medium as recited in claim 32, wherein the 
process further comprises provisioning the mobile devices with information indicating 
authorization of a plurality of secondary provisioning servers to provision the mobile 
devices (paragraph 47). 
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Claim 36 is rejected as applied above in rejecting claim 35. Furthermore, Suorsa 
discloses: 

A machine-readable program storage medium as recited in claim 35, wherein the 
process further comprises specifying one or more parameters which each of the 
secondary provisioning servers is authorized to provision in the mobile devices 
(paragraph 47). 

Claim 37 is rejected as applied above in rejecting claim 36. Furthermore, Suorsa 
discloses: 

A machine-readable program storage medium as recited in claim 36, wherein 
said specifying one or more parameters comprises assigning each of the secondary 
provisioning servers provisioning authorization of a different scope (paragraph 47). 

Claim 38 is rejected as applied above in rejecting claim 32. Furthermore, Suorsa 
discloses: 

A machine-readable program storage medium as recited in claim 32, wherein the 
primary provisioning server has unrestricted authorization to provision the mobile 
devices, and authorization of the secondary provisioning server to provision the mobile 
devices is regulated by the primary provisioning server (paragraph 47). 

Claim 42 is rejected as applied above in rejecting claim 41 . Suorsa does not explicitly 
disclose receiving a digital certificate of the second TPD from the first TPD and using 
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the digital certificate in the mobile device to authenticate the provisioning message from 
the second TPD, Ramasubramani discloses a method of receiving a digital certificate of 
the second TPD from the first TPD (column 4 lines 29-30) and using the digital 
certificate in the mobile device to authenticate the provisioning message from the 
second TPD (column 4 lines 29-30). It would have been obvious to combine the 
teachings of Ramasubramani with the method of Suorsa in order to utilize the most 
secure use of authentication (column 4 lines 29-30). 

Claim 46 is rejected as applied above in rejecting claim 44. Suorsa does not explicitly 
disclose receiving a digital certificate of the second TPD from the first TPD and using 
the digital certificate in the mobile device to authenticate the provisioning message from 
the second TPD. Ramasubramani discloses a method of receiving a digital certificate of 
the second TPD from the first TPD (column 4 lines 29-30) and using the digital 
certificate in the mobile device to authenticate the provisioning message from the 
second TPD (column 4 lines 29-30). It would have been obvious to combine the 
teachings of Ramasubramani with the method of Suorsa in order to utilize the most 
secure use of authentication (column 4 lines 29-30). 

Claim 50 is rejected as applied above in rejecting claim 49. Suorsa does not explicitly 
disclose receiving a digital certificate of the second TPD from the first TPD and using 
the digital certificate in the mobile device to authenticate the provisioning message from 
the second TPD. Ramasubramani discloses a method of receiving a digital certificate of 
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the second TPD from the first TPD (column 4 lines 29-30) and using the digital 
certificate in the mobile device to authenticate the provisioning message from the 
second TPD (column 4 lines 29-30). It would have been obvious to combine the 
teachings of Ramasubramani with the method of Suorsa in order to utilize the most 
secure use of authentication (column 4 lines 29-30). 

Claim 54 is rejected as applied above in rejecting claim 52. Suorsa does not explicitly 
disclose receiving a digital certificate of the second TPD from the first TPD and using 
the digital certificate in the mobile device to authenticate the provisioning message from 
the second TPD. Ramasubramani discloses a method of receiving a digital certificate of 
the second TPD from the first TPD (column 4 lines 29-30) and using the digital 
certificate in the mobile device to authenticate the provisioning message from the 
second TPD (column 4 lines 29-30), It would have been obvious to combine the 
teachings of Ramasubramani with the method of Suorsa in order to utilize the most 
secure use of authentication (column 4 lines 29-30). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 571- 
272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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